Abstract-ADDSMART is a research project focused on digitizing addresses of locations and building a smart mailbox by combining wireless sensors, cameras, locks, and RFID readers and tags into a system controlled by an Arduino microcontroller board. We explored the idea of address digitization (using RFID tags to store addresses) and incorporated it into a mailbox that can communicate wirelessly with the homeowner to provide mail status updates and home security footage through digital photographs. This paper demonstrates our proposed ideas, describes the design of a smart mailbox, the technology we have used to build a prototype, and the current results of work along with future research ideas.
I. INTRODUCTION
We are approaching a time when postal services will use drones to deliver mail and small items to their customers. In the US, Amazon and Google are working on building drone delivery systems [2] , [7] , [8] . Australia is also preparing for drone delivery postal services [9] .
How will a drone delivery system work effectively with traditional home addresses and mailboxes? In other words, will a smart home address and a smart mailbox make the task of a smart mail delivery system work more efficiently? This question motivated us to create our project "ADDSMART" that aims to create an "Internet of Things" product by combining RFID technology and wireless sensor networking technology in a physical system, i.e., a mailbox, to provide a variety of services.
The project has two components: address digitization and smart mailbox. The descriptions of the two components are given below.
A. Address Digitization
The goal of address digitization is to digitize the address of a building or any location with a physical address by storing the address in a passive RFID tag. The information written to the tag may include the address, the names associated with the address, phone numbers, and email addresses. The tag can be attached to a physical mailbox. Any system with an RFID reader can read this tag to accurately determine the address.
B. Smart Mailbox
The goal of this component is to design and build a smart mailbox. The smart mailbox incorporates the address digitization technology mentioned previously, along with several other technologies. An Arduino microcontroller board is used to control a RFID reader, camera, motion sensor, locking solenoid, and WiFi module. The main functions of this mailbox are as follows:
· Notifying the home owner when new mail arrives. · Acting as a driveway monitor and notifying the home owner by sending pictures whenever a car or a human crosses a threshold of the owner's driveway.
We determined that the digitized address and the smart mailbox system will provide the following benefits:
· While GPS only identifies an area using latitude and longitude, a digitized address will accurately locate a building at any point of time. It will overcome the following disadvantages of Google map as well. § Google street view does not work well after dark since all images are taken during daytime. § Google street view images are not updated real time.
The appearance of a building may change significantly over time.
· The digitized addresses will be beneficial when driverless vehicles become a reality [7] . An RFID tag storing a digital address will provide a way for these automated systems to scan the tag and confirm or deny that they are at the correct location.
· Digitized addresses will also help optimize routes, similar to how various cities are beginning to use the same technology for optimizing waste collection routes [1] .
· Digitization of address will enable people to store more information about the house to the benefit of mail carriers · A smart mailbox will enhance home security at a very low cost compared to surveillance videos. Surveillance videos are complex to install and capture video continuously, consuming a lot of electricity and creating huge amounts of digital data, much of which is redundant for a home owner. A smart mailbox will consume significantly less energy and will create only relevant data (only when someone or some vehicle crosses a threshold).
· Service and cost effectiveness of a smart mailbox system can be further enhanced by storing special visitor information in the RFID tag of the mailbox. For example, the home owner may create a list of cars (with certain tag numbers) including her own and store that information in the RFID tag. The smart mailbox system will be able to identify these "safe" vehicles and will not waste energy to send images of these vehicles to the home owners.
The proposed idea of address digitization appears to be a novel concept. We have found no previous work or research related to the idea of digitizing addresses using RFID tags. As such, our research on this topic will provide new direction.
The idea of a smart mailbox is not entirely new, however. We have found two examples with limited features. The first example is found in a patent [5] filed December 17, 2009. The second example we found is a project titled "Mr. Postman" which is a work in progress by a company named Simple Elements [4] . The main feature of both of these systems is to provide a notification when mail has arrived. Neither of these have the functionality of driveway monitoring, digitized addressing or RFID enabled locking system.
We have worked on this project for one year, built a prototype of the smart mailbox with digitized address, tested its functionality and obtained very positive results. This paper describes in detail the whole process of building this mailbox. In the next section, we will describe the technology used to create the prototype. Section III will go over how the components are combined to create the smart mailbox. Section IV will describe our plans to test the effectiveness of the prototype, and the last section will conclude the paper.
II. DESCRIPTION OF TECHNOLOGY

A. Address Digitization
We used a simple sticker RFID tag that was affixed to the front of the mailbox door after the address and other necessary data had been written to it. The main task for this part was to write information on a passive RFID tag effectively. We used the Android application TagWriter created by NXP [10] for this purpose. The RFID system we used works on the high frequency range -13.56MHz -which allows smart phones with Near Field Communication (NFC) chips to communicate with our tags -we will discuss this more in the sub-section B. The TagWriter Android application allowed us to set up the tag to open a message displaying the data from the tag when it is scanned using any NFC enabled smartphone. This allows the digital address to be read quickly and easily.
B. Smart Mailbox
The smart mailbox prototype has an Arduino microcontroller board as its brain. The Arduino controls a RFID reader, camera, motion sensor, locking solenoid, and onboard WiFi module. A brief description of each technology is given below:
Arduino:
We have used an Arduino Yun with an ATmega32u4 for its microcontroller and an Atheros AR9331 for its microprocessor.
This Yun runs the Arduino environment on the microcontroller and a special Linux distribution known as OpenWrt-Yun on the microprocessor. The AR9221 has 802.11b/g/n WiFi built in, along with Ethernet support. The board also features a Micro USB port for hard-wire programing of the board, and a Micro SD card slot for expandable on-board storage. Finally, there is a standard USB type-A port on the board, which allows a camera to be connected in the system.
RFID shield:
We have used an RFID shield built for Arduino by Adafruit. The shield uses a PN532 chip-set, which works as a reader/writer operating on the 13.56MHz High Frequency (HF) range. RFID devices available to consumers typical fall within one of three frequency ranges: low frequency (LF), high frequency (HF), and ultra-high frequency (UHF). The low and high frequency range devices offer similar performance at similar price points, while the UHF devices offer more powerful performance -much farther read ranges -at a significantly higher price point. We decided the price of the UHF devices would be too prohibitive for our project, narrowing our choice down to either the low or high frequency RFID systems.
As mentioned in II.A, one of the benefits of HF based RFID systems is their compatibility with NFC. NFC is an emerging technology that appears to be gaining traction, particularly in the smartphone sector: it is estimated two in three phones will have NFC capabilities by 2018 [11] . NFC is a sub-technology of HF RFID, built on the same specifications as its parent technology. The main difference, however, is that NFC is limited to communication no greater than 10 centimeters [12] . The capability of HF RFID to be used alongside NFC is what guided our decision to use HF over LF for our project.
Finally, through previous testing of the Adafruit shield, we have found the typical read range of this unit to be around 80mm with the Mifare Classic 1k tags.
RFID tags:
The tags we are using for this project are Mifare Classic 1k tags, operating on the HF range. These tags are manufactured by NXP Semiconductors and are designed according to the ISO/IEC 14443 Type A standard -a standard for contactless proximity cards and their transmission protocols [13] . The Mifare tags are capable of holding up to 1kb of data in their Electrically Erasable Programmable Read-Only Memory (EEPROM), which has an endurance rating of 100,000 write cycles [13] . This amount of storage has not been an issue for this project, as the most data we are writing to a card is a name and address information. However, should there be an issue with storage, there are Mifare Classic 4k tags available with 4kb of EEPROM storage.
We tested a variety of tags throughout the research, including coin, key fob, credit card, and sticker style tags. We used the sticker style tags to store the digital address information and then easily affix them to the front of the mail box. The card and key fob style tags were selected for homeowner and postal worker use as these provided the best read ranges and are the most convenient style to use in daily life.
Sensors:
The sensor we are using is a Passive Infrared (PIR) sensor. PIR sensors detect a change in infrared radiation -a type of electromagnetic radiation. It is important to note that anything with a temperature greater than negative 450 degrees Fahrenheit emits infrared radiation [14] .
Two of these sensors are used to accurately detect movement of humans or cars in the driveway and to prevent false positives from changes in temperature or sunlight. For example, if there is a change in sunlight hitting the two sensors, both sensors will be affected at the same time -which will result in no output from the PIR sensor as each smaller sensor will cancel the other one out. However, if a person were to walk across the path of the PIR sensor, the two individual infrared sensors will be affected in a sequence of: first, both, then second. A sequence like this produces a positive, neutral, then negative output (or vice versa, depending on which way the subject is moving) [15] . A sensor designed like this is desirable for our application as it should cut down on false positives.
Finally, the PIR sensor is outfitted with a Fresnel lens to extend the sensor's range and detection field to a claimed 21 feet and 120 degrees.
Camera:
The camera we are currently using is a Logitech c270 -a small, inexpensive USB webcam. Another USB camera was tested before deciding on the Logitech, however. The second camera was an ELP brand that featured an infrared LED array to aid in low light photography. The two cameras were tested by taking roughly 2500 pictures and checking these for unusable pictures -those that were blank or had enough compression artifacts to make them unusable. The results are shown in Table 1 . The ELP camera was not reliable enough, so we went with the Logitech c270. Logitech's camera is capable of capturing pictures in a resolution up to 1280x720 pixels, or 720p, at a size of up to 3.0 megapixels. This webcam is compatible with the USB Video Class (UVC) protocol. UVC is a standardized video driver that dictates how video is moved from a USB camera to another device, such as our Arduino [16] . Because the webcam is compatible with UVC, we are able to download a utility known as fswebcam to the Linux side of our Arduino for use in controlling the webcam. The fswebcam utility gives us a variety of options to set for our camera, which we will go into with more detail in section III.
Solenoid:
The solenoid for this project has an armature with a slanted cut, which is controlled by the RFID reader inside the mailbox which scans RFID tags that act as "keys" to open the lock.
Tag IDs for the owner(s) of the mailbox are stored onboard the Arduino, along with a universal ID for postal worker's tags. Additionally, whenever the postal worker's tag is used to open the mailbox, the owner will be alerted that they have received mail.
III. CREATING A SMART MAILBOX
The section III.A will highlight this process, demonstrating how the main components are assembled separately of each other and tested for proper functionality. Following that, section III.B will outline how everything is put together to create the fully functional prototype.
A. Setting up the Individual Components
To begin building our prototype, we first needed to setup and test all of the different components that would comprise the smart mailbox. The process is briefly described below:
1. Connected Arduino Yun to our wireless network. installed the UVC drivers, Python-OpenSSL package, and fswebcam utility. 3. Connected the camera via USB and inserted a MicroSD card in the Yun. 4. Connected the PIR Sensor using a simple circuit on a breadboard. We tested to make sure that it was working correctly.
5.
Connected the RFID Shield and tested the shield by using some of the example sketches provided by Adafruit. 6. Wired the Solenoid to the Yun and tested its functionality by powering the solenoid every time the "Enter" key was pressed on the keyboard of the computer the Yun was connected to. 7. After this the RFID reader was hooked up to the Yun, then another sketch was created in the Arduino software to power the solenoid when an approved RFID tag was read. Once we confirmed this worked properly, this phase of the project was complete.
B. Combining the Components into One System
The next step of our project was to assemble the prototype by combining all of the components into one system where they all worked alongside each other. This involved some more work with the hardware, such as modifying some of the circuits, but would also include a lot more work on the software side of the project.
The software side of the project is outlined below.
a) Accounts, Authorizations, and Temboo
The two internet based utilities we needed to use for this project were gmail and Dropbox as cloud storage. We used a "cloud-based code generation platform" known as Temboo [17] . Temboo worked as a middleman between our code and the Gmail and Dropbox APIs. This allowed us to use their Python Software Development Kit, or SDK, to write short, simple code that could send an email, send an email with a picture attached, and upload a picture to Dropbox.
b) Arduino and Python Code
The final code for the smart mailbox consisted of one Arduino sketch and two Python scripts. The structure of our Arduino sketch consisted of one main loop in the code, as is typical in these sketches, with two main if statements to control the flow of the program: As mentioned, there are two Python scripts, which are stored onboard the MicroSD card and used by the Linino side of the Yun. The first script is used when a picture is taken with the USB camera. After the picture is stored onboard, the script runs, passing the image data along with our account information through Temboo, which then sends an email with the picture as an attachment and uploads it to our Dropbox. The second script runs after a Postal worker is positively identified as opening the mailbox with their RFID tag. This script triggers an email to be sent through Temboo that will notify the user a Postal worker has opened their mailbox.
With all of the hardware and software squared away at this point, the smart mailbox prototype was up and running. The next step in our research was testing and evaluating the prototype to make sure that it functioned properly and to work out any bugs that may arise through these tests and evaluations.
IV. TESTING AND EVALUATION OF THE SYSTEM
There are several tests we have performed on the prototype to determine how well it works. These tests focus on the following areas: effectiveness of the PIR sensor, success rate of the system as a whole, and the average time it takes to 1) upload a picture and notify the homeowner of visitors/intruders and 2) notify the homeowner of a mailbox opening.
A. PIR Sensor Effectiveness
To determine the effectiveness of the PIR sensor, we tested the following:
· The maximum distance it can detect a human · The maximum angle it can detect a human These two tests give us a good idea how close the PIR sensor performs to the manufacturer's claims in a real-world setting. Figure 3 , diagram A depicts how we tested the sensor to determine its maximum detection distance. The sensor was set up outside with a LED light attached to it that lights up when motion is detected. The manufacture states a maximum detection distance of 21 feet, so our test subject started off at a distance of 30 feet and began walking towards the sensor. Once the LED lit up, indicating the PIR sensor had detected us, we marked the distance and then measured it from the sensor. This was repeated ten times, at the end of which the mean of the ten distances was taken. Table 1 shows the results from this testing: a mean distance of 152.9 inches, or 12 feet 8.9 inches. To determine the maximum detection angle, we performed a similar test, as depicted in Fig. 3, diagram B . The sensor was again set up outside, with an LED attached to notify when it had detected movement. The PIR manufacturer claims a detection angle of 120 degrees, so the test subject started at a distance equal to half the maximum detection distance from the previous test and an angle of 130 degrees. The subject walked parallel to the sensor until the LED lit up, after which we marked and measured the angle of detection. The test was repeated ten times, and then the mean of all ten results was taken. Table 1 shows the results of this testing: a mean angle of 94.6 degrees.
B. Success Rate Evaluations
We conducted these tests to determine how reliable the mailbox is in terms of successful picture uploads and emails sent.
To test the picture upload success rate, we had a test subject trigger the system to upload a photograph of them 20 different times. We checked for two things:
· Number of times the picture failed to upload · Number of times the picture was uploaded with any significant blocking artifacts. Blocking artifacts indicate a potential loss of data perhaps when the image was transmitted over the WiFi connection or when the image was written to the onboard Micro SD card. A great amount of these artifacts may render the image unusablesomething we certainly do not want in this type of application.
Testing the email notification from the RFID system was similar: we invoked this feature using an RFID tag with the postal worker ID 20 times. We made note of any notifications that failed to work correctly.
After all these tests were completed, we calculated the success rate for each component by dividing the number of successful uploads or notifications by the total number of attempts. Our results from these tests are summarized in Table  1 : a 100% success rate for the picture uploads and emails, along with a 100% success rate for the email notifications from the RFID system.
C. Performance Time Evaluations
This test determined how long it takes the system to perform two of its main tasks: capturing/saving/uploading/emailing a photograph and sending an email notification that the mail box has been opened by a postal worker.
The process for testing these two tasks is straight forward: we timed the 40 tests from the previous sub-section (20 tests for the photograph system, 20 tests for the RFID email notification), then finding the mean time for both sets of tasks. In order to obtain consistent start and stop times, we used a red LED on the Arduino board that was programmed to light up when the PIR sensor detected motion for the start of the timer, and then once the email was received on our smart phone with the photograph we stopped the timer. For the RFID email notification, we used the audible "click" of the solenoid retracting to start the timer, and once the email notification was received on our smart phone we stopped the timer.
These performances may vary depending on several factors such as home internet connection speed, modem, router, cell phone, and cell service just to name a few.
Testing the time it takes for the system to capture, save, then upload and email the photograph was especially important to us, as we wanted the system to be capable of taking several photographs in a row of any visitors. If there was a need to review the photographs, this would increase the chances of having one with a solid view of the person, or people, who triggered the system. The results from these tests are summarized in Table 1 under the Performance Time Evaluations. We found the mean time for the system to detect motion, take a picture, then store and upload/email it was 13 seconds. The RFID lock system tests resulted in a mean time of 11.19 seconds to read a postal workers card, then email a notification to the homeowner.
V. CONCLUSION
Our goal for this project was to create a prototype of a smart mailbox with a variety of services including digitized building address and driveway monitoring. We have successfully reached that goal, demonstrating that these different components and systems can be combined together to create a system that may be used for address digitization, mail notification, and home surveillance.
For future work, we plan to test the system under various conditions and evaluate the system for the following criteria: -amount of the area covered by the mailbox for surveillance, possible interference issues in the presence of other smart mailboxes in the vicinity, information security and privacy issues. 
